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Abstract. Traffic analysis has been used for over two decades to ex-
tract sensitive information from network communications. Most existing
approaches rely on user-generated activity, such as web browsing, which
introduces constraints on the attack scenario and requires assumptions
about user behavior. These limitations raise the question of whether sim-
ilar attacks remain feasible when no user interaction is present. In this
work, we propose a passive fingerprinting attack that solely relies on
background smartphone network traffic, generated without user involve-
ment. More precisely, we show that communication endpoints extracted
from smartphone background traffic contains sufficient information to
distinguish user profiles and link device activity across locations. To this
end, we collect 400 hours of Wi-Fi traffic representing various user pro-
files. We identify factors influencing the success of the attack and op-
timize the attack accordingly. Our results show that an adversary can
successfully distinguish individual users with a best-case F1 score of 0.89
and accuracy of 0.99 (mean F1=0.72, mean accuracy=0.97). We achieve
this performance without complex machine learning models or extensive
training phases. Instead, we use lightweight distance-based comparisons,
which makes the attack practical and efficient. This leads to a straight-
forward attack setup that enables an adversary to perform user tracking,
even in the absence of interaction and despite common privacy protec-
tions.

Keywords: Fingerprinting · Traffic analysis · Mobile phones security.

1 Introduction

Mobile phone users expose valuable personal and behavioral data to network
eavesdroppers when using online services [2]. Such data can be leveraged for var-
ious purposes such as identifying communication patterns in network traffic [20,
60] or detecting malware through application behavior [28]. Notably, even en-
crypted traffic leaks fine grained information in realistic settings [51, 58]; it can
expose user actions and identify applications [61, 30], reveal users’ daily activity
patterns and service requirements [32], and localize user movement [50]. De-
vices also remain distinguishable through transmission characteristics [26] and
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communication derived “fingerprints” [62, 2] e.g., web sessions, sets of installed
applications, or application behavior [9] even in the presence of encryption [56].

These attacks all rely on network traffic triggered by user interaction, and of-
ten assume active users or controlled environments, limiting their applicability in
passive or real-world settings [31]. However, mobile devices generate traffic even
when users are inactive, due to background activities such as updates, synchro-
nization and telemetry. This raises the question of whether passive background
traffic alone can reveal sufficient information for tracking and fingerprinting, as
it is lower in volume and variability and therefore harder to exploit. Moreover,
while modern MAC address randomization assigns different identifiers per net-
work and defeats traditional identifier-based cross-location tracking, it does not
fully prevent device identification, as devices can still be fingerprinted based on
wireless metadata and protocol characteristics [36, 57].

In this paper, we present a traffic fingerprinting attack that requires no user
interaction. Using multiple user profiles with diverse application sets and dif-
ferent devices, we collect traffic in a realistic Wi-Fi setting, and using only the
extracted traffic metadata, we show that fingerprinting remains feasible without
any user activity, and this enables user tracking across locations and over time,
even if users randomize their MAC addresses [11, 23, 15].

The attack is particularly concerning in shared public networks such as malls
or university campuses, where a passive adversary can link observations collected
at different locations and times. The potential victims are ordinary users who
might move between independent networks, such as from train station to a uni-
versity. The attack exposes users’ movement patterns, repeated visits, and be-
havioral routines without user interaction or awareness. The adversary can be a
passive network eavesdropper that aims to track employee movements across the
corporate network or organizations that track people participating in protests.

Existing passive fingerprinting approaches are either based on timing in which
the device is identified based on inter-arrival times of frames or clock skew [40,
55], or classifiers of traffic to recognize the flow produced by applications [52].
However, both groups need to have the target enrolled beforehand to be able to
decide in a close-world classification and the question we aim to answer has re-
mained open whether two captures recorded at different times and places can be
linked to the same person without any prior signature of that person. Moreover,
in contrast to existing traffic analysis approaches that rely on machine learning
(ML) and deep learning techniques [42, 46, 45, 38], our attack relies on a simple
distance metric and communication endpoints, and it does not require comput-
ing resources and costly retraining due to concept drift (shortcomings of many
ML-based attacks [27]). Specifically, we make the following contributions:

– We introduce passive background traffic fingerprinting, a traffic analysis at-
tack that does not require user interaction and relies only on smartphone
background traffic.

– We conduct a comprehensive experimental evaluation using more than 400
hours of traffic and identify factors influencing the attack. Our attack achieves
F1 score of 0.89 and an accuracy of 0.99 in a closed-world setting.
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– Unlike similar attacks that rely on complex machine-learning models, our
attack uses simple distance-based metrics, is extremely lightweight, and does
not require extensive traffic data.

2 Preliminaries

We study the feasibility of a traffic analysis attack that identifies similarities
between user devices across observations, and uses passive background traffic
recorded at multiple locations and times. We first state the problem and then
provide the necessary technical background underlying the attack.

2.1 Problem Statement

We consider a set of WiFi networks at different physical locations, each serving
a dynamic set of mobile users who connect for limited durations. Over time,
a user might connect to multiple networks, forming a history of connections.
Due to MAC address randomization, persistent link-layer identifiers might be
unavailable, so the adversary cannot associate sessions or distinguish devices
by their MAC address. Although a randomized MAC address may stay stable
within a single network depending on the randomization mode, this stability
is not guaranteed, as platforms such as iOS periodically rotate it [7], and a
device uses a different (randomized) MAC address on each network, preventing
cross-location tracking at the link layer. This limitation motivates the need for
alternative techniques based on traffic analysis, which we present in this paper.

For a given network and observation interval, the user set is the set of all de-
vices communicating during that observation period. We model each user device
by a profile u ∈ U , characterized by three significant attributes: device type, op-
erating system, and installed applications. These attributes influence the back-
ground communication behavior of the device. Our attack focuses on passive
background traffic, which is packets a device sends and receives autonomously
without direct user interaction. We consider the traffic to be encrypted, so the
adversary can only access metadata such as IP addresses of endpoints (§ 2.2).

2.2 Traffic Analysis Background

Traffic analysis attacks infer sensitive information from the observable charac-
teristics of network transmissions, rather than their content [42, 41, 38]. We focus
on passive fingerprinting [46, 42], where the adversary monitors traffic without
interfering. Even under encryption, exploitable metadata such as packet headers
and derived features remains available for traffic analysis, which the adversary
assigns to individual profiles to eventually distinguish users. We describe the
most relevant metadata features below. We note that availability of these fea-
tures may differ on anonymous communication networks such as Tor [19].

IP Addresses. Source and destination IPs indicate connection endpoints.
Factors such as load balancing, distributed infrastructures, or address changes
over time may cause different IP addresses for the same hosts.
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Autonomous Systems. Every endpoint belongs to an autonomous system
(AS) governing inter-provider routing. An AS spans many IP addresses, enabling
the adversary to map dynamic IP addresses to a relatively stable AS number.

Ports. Ports act as gateways that direct data correctly between devices.
Client-side ports are ephemeral, but the server-side (well-known) ports indicate
the service type (e.g., 443 for TLS) and are useful to the adversary (§5.3).

Additional Information. Packet sizes, timings, directions, and unencrypted
headers have been used in prior (often ML-based) attacks [13, 24, 44, 12, 38].

2.3 Android Specifications

We focus on Android devices, whose operating system and vendors’ implementa-
tions influence the traffic, both with and without user interaction. For example,
Android’s battery management system can limit background network access and
periodically terminate background applications through a Least Recently Used
(LRU) mechanism [5]. In a low power state like Doze mode, background exe-
cution is further restricted and applications cannot initiate arbitrary activities,
and this is also affected by their startup state [3]. However, the system may wake
processes and grant network access during periodic maintenance windows [4].

3 Attack

The adversary aims to link network traces of the same user device across differ-
ent physical locations using passive background traffic generated without user
interaction such as periodic synchronization. This restriction is intentional as it
limits the identification signal to the ones contributed by the activities of the in-
stalled applications and filters out user behavior. The adversary collects traces at
multiple locations and times, each capturing a device’s network activity within
a time window. In an offline phase, the adversary compares traces from different
locations by applying a distance metric to pairs of trace representations and
comparing the result against a threshold; a distance below the threshold indi-
cates that traces originated from the same device. Matching related traces lets
the adversary track devices across locations and infer behavioral patterns over
time. We next describe the threat model and the attack phases.

Location 2Location 1

Time

Fig. 1. The adversary records traffic traces in multiple locations (networks) and tries
to link users’ traces across locations.
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3.1 Threat Model

Assumptions and Adversary Capabilities. The adversary passively moni-
tors the wireless traffic of mobile devices in public environments such as cafés
or other open access WiFi deployments, either by sniffing open, unencrypted
networks or by deploying a malicious access point. Traffic collection occurs at
multiple locations and times. The adversary captures network-layer metadata
such as endpoint IP addresses, which is not protected by link-layer encryption
(e.g., WPA2), as we assume an open network. We note that not all such metadata
is persistent or identifying. MAC addresses, for instance, may be randomized or
periodically rotated and thus cannot serve as persistent identifiers.

3.2 Attack Workflow

The attack has two main phases: data collection and trace linking.

Collection Phase. The adversary monitors a WiFi access point at two or
more locations, passively recording all traffic from connected devices during a
limited period (Figure 1). Each observed device is distinguished by a transient
identifier derived from its MAC address during a single session. If MAC ad-
dress rotation (due to randomization) happens mid-session, the adversary may
attempt to relink the new MAC to the same device by checking the continu-
ity in the 802.11 sequence numbers. When randomization is enabled, a differ-
ent MAC address is used for each session and location (§2.1), so identification
based on them across sessions and locations is not possible. We focus on a two
location scenario for the clarity of notation: T (1) = {T (1)

1 , T
(1)
2 , . . . , T

(1)
n1 } and

T (2) = {T (2)
1 , T

(2)
2 , . . . , T

(2)
n2 }, where T (1) and T (2) denote the traces collected

at the first and second locations, respectively. The attack compares each pair of
traces independently, so additional locations still reduce to additional pairwise
comparisons and do not change the procedure.

Trace linking. The adversary analyzes the collected traffic to link traces of
the same device. In preprocessing, captured traffic is transformed into a feature-
based metadata representation (§5.1), where each trace is a set of timestamped
metadata features from observed flows. For two traces Ti and Tj , the adversary
computes a similarity score sim(Ti, Tj) using a predefined distance over the
features (§5.2), and a decision function determines whether they originate from
the same device (§5.4). Applied to all pairs, this procedure results in matched
pairs that link device sessions across locations and reveal user mobility patterns.

4 Experimental Setup

We build an experimental setup to implement and evaluate the attack, through
producing the dataset of traffic traces for different user profiles.
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4.1 Setup

The experimental setup consists of a mobile phone and a WiFi access point
(Raspberry Pi 3 with wpa_supplicant [34]) that captures traffic using tcpdump [22].
The first round of experiments (January 2023) used a POCO F2 Pro (Android
10); the second (October 2024) used a Samsung Galaxy A14 5G (Android 14)
to test the attack feasibility on a different vendor with a newer Android version.

User Profiles. To represent different users, we create each profile as a dis-
tinct set of installed applications, drawn from top 50 apps across 31 Google Play
Store categories (sampled December 2022 and September 2023). Each profile’s
size is randomly chosen from [50, 100] (mean 80, std 20), and an app may ap-
pear in multiple profiles. Each category receives a popularity score from public
statistics ([6]) (e.g., download counts, ratings), normalized to a probability distri-
bution. Since the selected categories’ scores sum to less than 1, a profile’s number
of apps falls below its target; we fill the remainder with the "communication"
category, as mobile phone users often have a wide range of them installed.

Sampling Procedure. A profile is generated by (i) determining its size
randomly from [50, 100]; (ii) selecting a weighted random subset of categories by
popularity score; (iii) distributing the size across these categories (at least one
app per category); (iv) picking random apps from each category according to
numbers determined in step (iii); and finally (v) filling the remaining slots with
random “communication” apps.

We generate 40 profiles from 473 applications, averaging 75 apps per profile
(a few selected apps could not be installed, lowering the average number of apps).
Profiles share between 4 and 33 applications, with an average overlap of 16.

App Activation and Traffic Recording. We factory reset the phone,
disable as many pre-installed applications as possible, and install all apps needed
across profiles. Applications are initially disabled and are activated per profile
using adb. To capture a profile’s background traffic, we launch its apps once to
trigger initialization, ensuring each app completes its cold start (§2.3) so it can
later sleep and resume while idle. We then close the apps, turn off the screen,
and leave the device connected and idle while recording traffic for one hour.
Afterward, the apps are disabled and the process repeats for the next profile.

4.2 Recording Repetitions.

To increase dataset diversity, we record multiple repetitions per profile, random-
izing the app activation order each time to mimic realistic behavior of users
(different order of using applications). We keep the default power management
settings, as most users leave them unchanged. With one hour recording per pro-
file (using tcpdump), 40 profiles, and 10 repetitions each, this yields 400 hours
of traffic that serve as input for the attack and evaluation.
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5 Attack Procedure

Below, we describe the four main steps of the attack: metadata extraction, end-
point processing, uniqueness analysis, and trace comparison.

5.1 Metadata Extraction

The recorded traffic metadata is the attack’s main input. The adversary pro-
cesses raw traces and extracts the header field information. Although features
such as timing and protocol type are available, our attack focuses on connection
endpoints, since they can reflect a user’s installed apps and might be user-specific.

5.2 Endpoint Sets and Filtering

For each endpoint IP address in captured data, we resolve its autonomous sys-
tem (AS) via Maxmind GeoIP database1, representing each endpoint by its IP
address and AS name. Then we remove endpoints with very low traffic vol-
ume, which tend to be outliers, using the standard Tukey formula for threshold
tv = Q1 − 1.5 ∗ IQR [54].

5.3 Endpoint Uniqueness

An endpoint’s distinguishing power depends on how rare it is; an endpoint ap-
pearing in all profiles has no distinguishing power. We assign each AS a common-
ness value, where a lower value indicates higher uniqueness and more significance
for the decision. The commonness of an AS is the average of three character-
istics: (i) the number of distinct profiles communicating with the AS; (ii) the
destination ports these profiles use; and (iii) the AS’s packet size diversity.

When fewer profiles communicate with an AS, the AS can be considered more
unique. The fewer ports being used to communicate with an AS shows that
the behavior of that AS is more specific. Finally, lower packet-size variability
indicates more consistent, distinctive behavior. To measure packet-size diversity
of an AS, we categorize its packet sizes into ten bins from 0.1 (least diverse) to 1.0
(most diverse), compute this per AS–profile pair, and average over profiles. Since
equal averages can hide different variability, we take a weighted average over the
range between the AS’s lowest and highest bins. We prefer this to metrics such as
standard deviation because, for behavioral consistency, the extreme bins matter
more than their distribution. For example, “Fastly Inc.” is used by 37 profiles, on
average 37 for the same purpose (same ports), with average packet-size diversity
7.4, giving a commonness of 27.1; “Opera Software Americas LLC” on the other
hand scores 1, 1, and 0.07 respectively, which gives it a commonness value of 0.6.

Uniqueness Decision. The commonness value decides whether an end-
point’s IP or AS information is used in the attack step. To this end, we define a
1 https://www.maxmind.com/en/geoip-databases
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commonness threshold tc = Q3+1.5∗IQR that detects outliers (similar to §5.2)
and defines in which cases the AS cannot contribute to a clearer decision. The
information of a sufficiently unique AS is kept; otherwise we extend it with port
information into AS-port strings (excluding the ubiquitous HTTPS port 443).
For example, “Amazon.com, Inc” is used by 37 profiles, all over HTTPS and port
5222, but only one profile over port 123; so the string “Amazon.com, Inc.123”
(and other informative ports of the AS) is used instead of the AS name.

5.4 Trace Comparison

After preprocessing (§5.1 to §5.3), each trace is represented by its communication
endpoints, and each endpoint can be an IP address, an AS, or the combined AS-
port (§5.3). Comparing traces provides information on pairwise similarity that
lets the adversary infer which traces are related and track a user across locations
over time. This requires two steps: (i) distance calculation, where we compute
the Jaccard distance over the presence or absence of endpoints; and (ii) similarity
check, where a distance threshold determines whether two traces are related.

Each trace consists of categorical endpoint identifiers that are drawn from a
large pool (universe), so the comparison is between two sparse binary vectors,
and shared absence here carries no information. In other words, two profiles not
contacting a specific AS have nothing meaningful in common. This filters out
the metrics that count absences as agreement and are affected by the size of the
pool rather than profile’s behavior (such as Hamming or Euclidean). Jaccard
distance here can measure what fraction of endpoints contacted in either trace
were contacted by both. Over all candidate pairs, a distance lower than the
threshold shows the traces are deemed to originate from the same user.

6 Evaluation

In this section, we analyze the performance of the attack using random repeti-
tions and different attack parameters such as similarity threshold.

6.1 Evaluation Procedure

The evaluation procedure consists of two steps which are explained as follows.
Preparation. We obtain the raw dataset through traffic measurements and

extend endpoints with AS and port information, producing an extended dataset
of labeled (profile, repetition) traces of endpoint information (IP address, AS,
AS-port). Mirroring a real attack, this dataset contains both the training infor-
mation an adversary gathers beforehand, and the traces of unidentified victims.

Random Repetitions. For each repetition: (i) we split the whole 400 traces
into training (80%) and testing (20%) sets, and we remove test profiles from the
training set to avoid bias. This separation ensures that no trace from the same
profile occurs both in train and test sets, which would give an unrealistic ad-
vantage to the attacker. (ii) We then choose a random starting point in time for
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each trace, and extract a fixed-length time window with a different starting point
from all traces. This is done to allow an observation window shorter than one
hour, and to use different data for each repetition. (iii) Next, we compute com-
monness values and find the optimal decision threshold on the training subset.
(iv) Finally, we perform pairwise trace comparison on the test subset. It should
be noted that training and testing sets are not used in the machine-learning
sense, and in our method, no machine learning model is fitted.

6.2 Evaluation Metrics

We classify the decisions as in Table 1 and compute the accuracy ((TP +
TN)/(TP + TN + FP + FN)) for overall correctness, but the dataset is highly
imbalanced since only a small fraction of trace pairs are related. Table 2 shows
that on average only 7% of trace pairs match, while the remaining 93% are
unrelated. Hence, we also use precision, recall, and F1 score (2 · (precision ·
recall)/(precision+ recall)) to evaluate performance.

Table 1. Decision Classes.

Result Label Guess Outcome
dist > t Match Other False Negative
dist > t Other Other True Negative
dist < t Match Match True Positive
dist < t Other Match False Positive

Table 2. Average Ground Truth Matches.

Mean Std Min Max
Related Pairs 141 56 53 273
Unrelated Pairs 2360 360 1662 3027
Total 2506 377 1805 3148

6.3 Factors Influencing the Attack Success

We study how several factors affect the accuracy of the attack, then derive the
final attack setup used in the main evaluation.

Recording Duration. The recording duration determines how much in-
formation is available. We test 500–3540 seconds with random offsets; longer
recordings can expose more endpoints and improve performance (§6.4).

Decision Threshold. We use a threshold to judge whether two traces orig-
inate from one user; a misconfigured value inflates false positives or negatives.
We divide the range of computed distances into 10 equal intervals, giving 10 can-
didate thresholds in [0, 1] (the Jaccard range), and select the one maximizing
F1 against the ground truth.

Endpoint Representations. We implement the attack with three endpoint
sets: ASes only, IP addresses only, and the combination of ASes and AS-port
strings (where an AS is non-unique).

Applications and Devices. To show that the results are not tied to specific
profiles or hardware, we repeat the attack on a second phone (Samsung Galaxy
A14 5G, Android 14) with new profiles from an updated app list (§4.1).
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Fig. 2. Left: The plot shows attack performance (F1 score) in different observation time
limits (seconds) and allows us to compare the quality of different types of endpoints.
The combination of AS and AS-port strings leads to the best performing attack setting.
Right: The plot compares the average F1 score in different observation time limits
(seconds) considering different decision thresholds. It indicates that a threshold of 0.3
leads to the best attack performance in all tested time limits. Other thresholds are
either too restrictive or relaxed, causing false positive or false negative decisions.

Table 3. Evaluation of the attack using 30 repetitions.

5 Minutes 30 Minutes 60 Minutes
Mean Std Min Max Mean Std Min Max Mean Std Min Max

Accuracy 0.93 0.01 0.90 0.96 0.93 0.01 0.91 0.95 0.97 0.01 0.94 0.99
Precision 0.30 0.10 0.14 0.46 0.38 0.15 0.16 0.68 0.85 0.09 0.67 0.98
Recall 0.18 0.05 0.08 0.30 0.35 0.10 0.14 0.57 0.63 0.14 0.30 0.89
F1 score 0.21 0.05 0.14 0.34 0.35 0.10 0.17 0.54 0.72 0.09 0.40 0.89

6.4 Experiments

In the first phase, we vary one factor per experiment while fixing the rest, run
30 random repetitions each, and retain the best performing setting. Our main
observations regarding the influencing factors are as follows:

Recording time is a tradeoff between attack overhead and success, so rather
than an optimal value we report the attack success over a range. Figure 2 (right)
shows that across time limits, 0.3 is the optimal decision threshold as it gives
the best F1 score, balancing false positives and negatives.

Table 3 summarizes performance over 30 simulation rounds on the POCO
phone for different time limits at the optimal threshold of 0.3. The results show
that although the constantly high accuracy (0.93-0.97) reflects data imbalance
rather than detection ability, the attack success still improves sharply with the
increase of observation time, with the average F1 score of 0.21 for 5-minute
increases to 0.72 for one-hour traces, with the possibility of reaching to 0.89.
Figure 2 shows that using IP addresses results in the lowest F1 score, whereas
AS information or AS-port strings achieve higher success.

Finally, Figure 3 (left) summarizes performance for each device alone and
for the combination of two phones (cross-device matching); the attack performs
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well in all setups. The relative values in the right plot are the normalized av-
erage of how many distinct ASes, IP addresses, and packets exists in different
observation time limits for each phone over 30 repetitions of the attack. The
two plots illustrate that the attack against the second phone (Samsung) with
more up-to-date Android version (14 vs 10) achieves higher success due to the
larger amount of network traffic sent to/from the phone, providing more signals
to the adversary even without user interaction. The same reasoning applies to
the higher success rate of the attack in the observations with longer durations,
as it provides the attacker with more identifying signals.
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Fig. 3. Left: The comparison of attack performance (F1 score) for two devices and their
combination within different observation time limits (seconds) shows that the attack
feasibility does not rely on the device. Right: Relative values on the y-axis represent the
normalized counts of distinct ASes, IP addresses, and packets observed across different
time limits (seconds), scaled to the maximum observed value for each metric. Larger
volume of endpoints and packets available to the attacker may explain the higher
success rate for the Samsung phone (Android 14), and for longer observations.

7 Discussion

Below we discuss the limitations of our work and possible countermeasures.

7.1 Limitations

Our real-world assumptions and chosen setup introduce the following limitations.
Link-Layer Encryption. As the attack relies on metadata such as IP/AS

endpoints, it cannot be run on link-layer encrypted networks (e.g., WPA2/WPA3).
Nevertheless, a large fraction of public WiFi deployments remain unencrypted.

Training Phase. The adversary needs a dataset to compute endpoint com-
monness values, obtainable during the preliminary monitoring step. These values
may become outdated over time [27], which may be addressed by periodic re-
training.

Profiles. The limited number of profiles may understate difficulty in realistic
settings with thousands of users, and profiles built from popular apps may not
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match real ones. However, given millions of available apps, many users likely
have a unique set of installed apps, which makes the attack feasible.

Tested Devices and OSes. Our setup uses only two Android smartphones
and versions, but shared Android characteristics may generalize the attack to
other Android devices. Future work can investigate whether iOS devices are
vulnerable to similar attacks.

7.2 Countermeasures

Routing traffic via intermediate hops using VPNs and Tor can hide the end-
points observed at the access point. This may, however, increase latency and be
vulnerable to more advanced traffic analysis attacks [25, 29]. A potential, but
costly countermeasure could be to perturb profiles by sending cover traffic to ad-
ditional endpoints , similar to defenses proposed against website fingerprinting
attacks [16, 21].

8 Related Work

We review the state of the art in network traffic analysis, focusing on attacks on
encrypted traffic and recent advances in device fingerprinting and tracking.

8.1 Traffic Analysis Attacks

Due to its security and privacy features, Tor is a prominent target of traffic
analysis attacks [41, 45]. End-to-end confirmation attacks monitor the first and
last hop of a circuit to match a client with a server [38, 39, 42]. Despite high
reported success, the evaluation assumptions of end-to-end confirmation attacks
may be unrealistic [46].

Website fingerprinting commonly train a ML model based on traffic fea-
tures [43, 45, 48, 49, 12]. While website fingerprinting works even in the presence
of link-layer encryption, many such attacks rely on unrealistic assumptions [27],
such as their dependence on active user interactions, which must be modeled and
simulated, and affects the validity of results. In contrast, our work uses passive
background traffic and avoids reliance on active user interaction.

8.2 Deep Learning in Traffic Analysis

Deep learning has been applied to protocol detection [59], application identifi-
cation from encrypted traffic [1], analysis of encrypted streaming data [47], and
more practical settings such as app usage detection in cellular networks, where
encrypted LTE/5G traffic still reveals application behavior [58]. An orthogo-
nal line of research highlighted the limitations of these approaches, including
generalization issues, dependency on large training datasets, and sensitivity to
distribution shifts [8, 37, 14, 18]. In contrast, we show that effective fingerprinting
is achievable with simple distance-based methods, without complex models.
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8.3 Fingerprinting, Profiling, Tracking

Neumann et al. [40] compared histograms of 802.11 inter-arrival times of frames
and Uluagac et al. [55] used clock skew on the wired backbone networks to clas-
sify devices. Both attacks relied on hardware or channel conditions, and they
identified device models rather than users. Taylor et al. [52] identified the ap-
plications behind a flow from packet features, which required labelled training
data for targets. Meneghello et al. [35] presented a passive traffic fingerprinting
attack exploiting 5G/LTE control-channel information to identify smartphones
and infer their location. Li et al. [33] proposed a graph learning framework for
user profiling that, by modeling users, applications, locations, and time from
spatiotemporal app usage data, inferred characteristics such as gender and age.
Bahuguna et al. [10] introduced a deep-learning framework to identify mobile
applications from encrypted traffic, and recognized user activities and user pro-
files. The WiFinger system used packet-level sequence matching to identify IoT
events from noisy WiFi captures [31]. Todt et al. inferred user identities us-
ing channel characteristics broadcast by clients in WiFi 5 networks, namely
beamforming feedback information [53]. Other researchers proposed methods to
identify mobile devices despite modern protections such as MAC randomization,
under realistic wireless network settings [36, 57]. Recent work also showed that
devices and users remain distinguishable even under encryption and identifier
obfuscation [26, 17].

While these works address device identification, event detection, or physical-
layer leakage, our work links user traces across locations from passive background
traffic. Our approach does not require active user interaction, explicit identifiers,
or special hardware. Moreover, our attack does not rely on training compute-
intensive ML models, which need to be periodically retrained due to cope with
concept drift.

9 Conclusion

We introduced a passive background fingerprinting attack that uses background
traffic generated automatically by mobile devices without requiring active be-
havior, which makes it more realistic compared to previous works. We show that
even in the absence of payload access and persistent identifiers, metadata provide
sufficient signals to distinguish user profiles and link traces across locations.

Our analysis identifies the main factors that influence performance, includ-
ing endpoint representation, recording duration, and device characteristics. We
show that autonomous system (AS) information, combined with transmission
port, enables effective differentiation of user profiles, and longer observation pe-
riods improve the reliability of trace matching. Furthermore, the attack remains
effective across different devices and application sets, highlighting its robustness.
As a result, our findings show that passive background traffic alone can enable
cross-location tracking of users, even when common privacy protections such as
encryption and MAC randomization are in place. This highlights a gap in ex-
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isting defenses and underlines the need for stronger protection mechanisms that
address metadata leakage at the network level.

Data and Code Availability.

The code implementing the attack and analysis pipeline can be accessed at
https://github.com/shivaz22/fingerprinting-2026. The captured traffic traces are
not published by default, as raw packet captures may contain sensitive informa-
tion. A sanitized version of the dataset is available on request from the corre-
sponding author.
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